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Lesson Objectives

B After studying this lesson, you will be able to:
A Open attachments you receive from others
A Attach files to email messages

A Describe two safeguards against Internet security
threats

A Describe email spam
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Assuring Internet Security

B Malware

A Software installed without your consent, such as:
¢ Viruses
¢ \Worms
¢ Spyware
¢ Adware
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Assuring Internet Security

B Internet security (antimalware software)

A Detects and erases potentially harmful programs and
Intrusions
A Examples:
¢ Norton Internet Security
¢ Avast Internet Security

¢ Macafee Antivirus

If your computer is connected to the Internet,

1 0. g .
f”! you need antivirus software. Period.
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Assuring Internet Security
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An Internet security program provides protection from
a variety of threats
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Assuring Internet Security

“s

@U'|P + Control Panel » Systemn and Security » Action Center - | 3 |

Control Panel Home

Change Action Center settings

Change User Account Coentrol
settings

View archived messages

View performance information

See also
Backup and Restore
Windows Update

Windows Program
Compatibility Troubleshooter

Review recent messages and resolve problems

Action Center has detected one or more issues for you to review,

Security

Metwork firewall On

ﬁ Windows Firewall is actively protecting your computer,

Windows Update On

Windows will autornatically install updates as they become available.

Yirus protection On

Microsoft Security Essentials reports that it is up to date and virus scanning is on.

Spyware and unwanted software protection On
Microsoft Security Essentials reports that it is turned on.

View installed antispyware programs

Internet security settings OK

All Internet security settings are set to their recommended levels,

m

Windows monitors the status of your computer’s protection
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Assuring Internet Security

B Windows Update

A Can automatically download the latest updates for
Windows and Microsoft programs

A Tells you when updates are available to install

Windows Update

!:ﬂ Install updates for your computer

1 important update is available 1 important update selected, 28 KB

2 optional updates are available
Install updates

Muost recent check for updates:  Today at 9:49 AM
Updates were installed: Today at 8:48 AM (Failed). View update history
You receive updates: For Windows and other products from Microsoft Update

Windows Update tracks new updates and
helps you install them \/>
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Downloading Files from the Web

B Downloading

A Copying a file from a remote computer to your computer

A Photograjgs

Grand Cany
Grand Cany

Continue tg

Open

Open in Mew Tab
Open in New Window
Save Target As...

/

A Beware! Some files could contain a virus!

B Uploading

A Copying a file from your computer to a remote computer

(such as when you send an attachment)
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Downloading Files from the Web

Downloading moves attachments from the Webmail server on
the Internet down to your own computer
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Receiving Email Attachments

B Attachment

A One or more files sent with an email message, such as:
¢ Text document

¢ Photo

¢ Slide show of multiple photos

= o
& This message contains image attachments | Show Images |

What we made at the beach

From: owen hugo <owen. hugo@gn
To: donna.oeste@yahoo.com

Wail.come=  Add to Contacts

{@ Sand_Dragon.jpg (7F39KB
AN

N

A paper clip icon indicates the
presence of an attachment
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Receiving Email Attachments

B Saving attachments
A Attachments remain embedded in their email message

until you save them to your computer
A Yahoo! Malil automatically scans for viruses before it

lets you download an attachment
| [ |

& Download Attachment - Windows Internet Explorer

B! http://us.mg5.mailyahoo.com/dc/virusresults.html?from=vscan_resp: |k
| =
No viruses detected
The virus scan did not find any viruses in your attachment. Click the download e NeVeI’ (0] pen a attaCh m ent frO m
someone you don't know

button to continue.
(@ sand dragon.jpg (F87KE)

Norton Download Attachment ] | Cancel |

-

AntiVirus
@' Internet | Protected Mode: On o 100%
LABYRINTH

LEARNING™

11



Sending Attachments

B Sending a file

A Attach almost any file to an email message

A Size limitations (up to 25 GB per message)

When you forward a message with attachments,

TP +he attachments are forwarded as well.
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Sending Attachments

B Sending multiple files

A Attach as many files as you like up to the total
attachment size limit

# 3 Files (3.3MB of 25MB)

A Beach Walk 1.jpg (105KB} Remove
A Bolt 1.jpg (134KB) Remove

i Shadow puppy 5.jpg (3169KB) Remove MNorton
AntiVirus

I -
|
Yahoo! Mail automatically scans the files you
send for viruses (so you don’t need to worry

about accidentally spreading a virus yourself)

m
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Sending Attachments

B Forwarded attachments

A When you forward a message, its attachments forward
with it

A Handy if you receive a message with photos you want
to pass on to a family member or friend
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